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1 Intr oduction

Wide-areanformationsystemsarebecominganimportantresourcen manybpelds. Giventhevastscaleof
thelnternet,suchsystemsrovideuniquechallengeghatcannotbe metby traditionaldistributeddatabase
designs. Someof thesesystemamustscaleto millions of userslocatedin everypartof the world, while
providinggoodavailability andinteractiveresponseAt the sametime, the systemmustrespondyracefully
to hostandnetworkfailure, to thelong latenciesrequiredto communicatéetweendistantsystemsandto
the presencef mobile computersystems.

We havedevelopedan architecturefor constructingvide-areaservicesghat usesgroup communication
to implementa replicatedservice[Golding924. A numberof replicas or serversform a group, and
coordinatetheir actionsusinga groupcommunicatiormechanism.The mechanisntanbetailoredto the
speckbc needsof the serviceby combiningthe appropriatdow-level communicationgroupmanagement,
and messageananagemenmodules,which can provide guaranteesanging from traditional single-copy
serializability usinga strongly-consistenprotocolsuchasquorumconsensu§Gifford79 Thomas7§ to a
weak-consistencgnechanismusingthetimestampeanti-entiopy (TSAE)protocolthatwe havedeveloped.

Weak-consistencprotocols sometimegalledepidemiaeplicationprotocols provideeventuamessage
delivery. A databas@pdates sentasa messageo onereplica. Themessagés propagatedrom onereplica
to anothelin the backgroundeventuallyreachingeveryreplicain the group.

This approachprovidesa good solution for building a replicatedserviceon a wide-areanetwork.
Backgroundpropagatioravoidssynchronousnteractionsbetweenmore thantwo replicasat a time, and
clients needonly interactwith one nearbyreplicato accessthe service. A servicecan placereplicas
near client sites, spreadingprocessingoad over many servers,decreasinghe latency clients requireto
communicateavith theservice andminimizing thelong-distancenetworktrafbc betweerclientandservice.
Consistenteplicationprotocolsrequirea synchronousnteractionbetweena client and multiple replicas,
requiringa client to wait for communicatiorwith distantreplicas. The latencyof contactinghundredsof
replicassynchronouslyverthe Internet,andthe messagérafibc required,is unacceptable.

Delayedpropagatiormakessuchprotocolsextremelyrobust,becauseropagatiorcanwait for faults
to be repairedwithout compromisingdelivery guarantees.The replicasare allowedto diverge, thenare
reconciledwhenthe fault is repaired. This is an advantagdor large-scaleserviceson the Internet,which
is neverwithout partitionsandfailed hosts. A consistenteplica,which mustalwayspreservesingle-copy
serializability cannotprovideservicewhendisconnectedrom otherreplicasandis therefordessavailable.
Replicascanbatchmessagebetweenthem,usingbulk transferprotocolsat off-peaktimes.

Thesesamefeaturesmakeweak consistencyattractivefor mobile computers.If areplicaresideson a
mobile computeytheservicewill beaccessiblevenwhenthe computelis disconnectedrom the network.
Thereplicawill diverge from the othersuntil it is reconnectedo the networkand can exchangeupdates
with otherreplicas.

Our timestampedanti-entiopy (TSAE) protocol is a signibcant improvementover previous weak-
consistencyprotocols. It providesreliable messagealelivery while ensuringthat networktraflc is kept
to aminimum. It alsomaintainsenoughinformationto supportcorrecttruncationof messagéogs,aswell
ascausalor total messageleliveryorders.



We haveusedthe TSAE protocolto prototypealarge-scalewide-areaistributedbibliographicdatabase
managemensystem,called Refdbms[Golding92l. SeveralRefdbmsdatabasearereplicatedat sitesin
North America and Europe. Other existing information systems,such as Usenet[Quarterman86jand
the Xerox Clearinghousesystem[Oppen81 Demers88],use other weak-consistencyechniques. Our
work formalizesandimproveson thesead hoc approachesproviding a single frameworkfor analyzing,
comparingandimplementingthem[Golding924.

Clients using a weakly-consistenservicecan observeout-of-dateor inconsistentinformation, unlike
clientsof aservicethatprovidessingle-copyserializability We haveinvestigatedwo measuresfthedegree
to which clientswill observeout-of-dateresultsboneconcerninghe propagatiorof a singlemessagethe
other concerningthe divergencebetweenreplicas. The time requiredto propagatea messagdrom one
replicato othersshowshow quickly informationwill be madeavailableto clients; this is discussedn
Section3. The likelihood that a replicais out-of-datewith respectto otherreplicas,andthe difference
betweerthem,aggregateshe effectsof severaimessageswWe discusshis measureén Section4. We have
evaluatedhefault toleranceof messagéeliveryandof thegroupmanagemennechanismandthenetwork
trafbc imposedby the protocol,aswe havereportedelsewherdGolding93 Golding92h.

In the remainderof this sectionwe will justify why weak-consistencprotocolsare necessaryor the
large-scalevide areasystemghatarecurrentlybeingbuilt. In Section2 we summarizeéhe TSAE protocol.

1.1 The wide-areanetworking environment

Consistenteplicationprotocolsareunsuitedor wide-areaapplicationdbecaus®f thelatency unreliability,
and scaleof thosenetworks. Latencyaffectsthe responsdime of the application,and canvary from a
few milliseconds,for two hostsconnectedby an Ethernet,to severalhundredmillisecondsfor hostson
differentcontinentscommunicatinghroughthe Internet. Packetlossratesoften reach40%, andcango
higher[Golding92a].Further theInternethasmanypointsthat,onfailure, partitionthenetwork,andatany
giventimeit is usuallypartitionedinto severainon-communicatingetworks.Further in Januaryl993the
Internetincludedmorethanl.3million hostswith anestimatedL2 million usergLottor93]. Thishasledto
gueryloadson someservicesexceedinghe capacityof a singleserverandthe networklinks thatsupportit
[Emtage92].Any replicationprotocolthatrequiresinteractivecommunicatiorwith manyreplicaswill not
workin this environment.

The introductionof mobile computersexacerbateshis problemfurther Thesesystemsspendmost
of their time disconnectedrom other systemsor perhapsconnectedby an expensiveor low-bandwidth
link. Servicesthat are to supportsuchsystemsmustallow clients that are disconnectedo continueto
operate without communicatingwith outsideservers. This canbe accomplishedy placinga replicaon
the mobile systemandallowing the copyto diverge from the Ocorrect@alue. Weak consistencyprotocols
ensurethatthis divergencecanbe reconciledwhenthe mobile systemis reconnectedo the network. The
TSAE protocolallows mobile systemswith limited bandwidthto measureénow far they havedivergedby
exchanginga small summaryof the stateof the replicawith anothereplica.

Despitetheserestrictionsusersexpecta serviceto behaveasif it wereprovidedonalocal system.The
responsd¢ime of a wide-areaapplicationshouldnot be muchlongerthanthatof alocal one. Further users
expectto usethe serviceaslong astheirlocal systemsarefunctioning.



2 Protocoldescription

Replicateddatacan be implementedas a group of replica processeshat communicatethrougha group
communicatiorprotocol The group communicationprotocol providesa multicastservicethat sendsa
messagdrom one replicato all otherreplicasin the group. The protocol controlsthe consistency or
divergence,of eachreplicaby controlling the latency reliability, and order of the messagesentamong
them.

Strongconsistencyrequirementsare impossibleto meetin the mostgeneralcases,and expensiven
others. For example,if thereare no boundson messagealelivery time it is not possibleto guarantee
consistency{Turek93. If replicascanfail in arbitraryways, providing reliable delivery is equivalentto
ByzantineAgreement.

Formostapplicationghe Internetcanbetreatedasanunreliablenetworkwith boundeccommunication
latency The hostson the networkapproximatesynchronougprocessorshat fail by crashing;thatis, no
processois inbnitely fast or slow; everyfailure is recoveredn a bnite time; andwhena failure occurs
the processoneithersendsinvalid messageso otherprocessorsor corruptstablestorage. Consensuss
theoreticallypossibleundertheseconditions.

We alsoassuméhatreplicashaveaccesdo pseudo-stablstoragesuchasmagnetiadisk thatwill notbe
affectedby a systencrash.Replicas pr thehostsonwhichtheyrun, havelooselysynchronizealocks. The
networkis sufbciently reliablethatanytwo replicascaneventuallyexchangenessagedyutit needneverbe
freeof partitions. Semi-partitionsarealsopossible whereonly alow-bandwidthconnections available.

2.1 Kinds of consistency

We view consistencyn termsof themessagethatareexchangedbetweerreplicas.In generalfwo replicas
areconsistentat a particularmomentif they havereceivedthe samesetof messagesUnlike someother
work ondistributedconsistencywe reasoraboutconsistencysingrealtime thatcould be measuredy an

outsideobserveratherthanavirtual time measure.

We havedevelopeda frameworkfor constructingand classifyinggroup communicatiormechanisms
[Golding924. In thisapproachyve classifyamechanisnby thelatencyandreliability of messageelivery,
andby the orderin which messagearedeliveredto the service.

Thecommunicatiorprotocolcandelivermessagesynchonously within aboundedime, or eventually
in a bnite but unboundedime. Weak-consistencprotocolsprovideeventualdelivery, becausehereis no
boundontheintervalatwhich areplicawill be ableto contactanothelto propagatea message.

Messageganeitherbe deliveredatomically sothat eithereveryreplicareceiveshe messag®r none
do; reliably, in which casethemessagés deliveredto everyfunctioningreplica,butfailed replicasneednot
receiveit; or with besteffort, meaningthe systemwill makeanattemptto deliverthe messagéutdelivery
is notguaranteedWeakconsistencyrotocolsprovidereliabledelivery

Thereliabledelivery guarantealiffersfrom atomicdeliveryin oneimportantcase: whenthe sending
replicapermanentlyfails andlosesdata. No weakconsistencycommunicatiorschemecanprovideatomic
delivery, sinceawindow of vulnerability existswhile the datais beingsentto otherreplicas.In practicethe
durationof thewindow s insignibcant.



The Internetprovidesno guaranteesn the ordermessagesarereceivedby areplica. Thereplicacan
re-orderthe message#t receivesbeforethey are appliedto the database.The orderingcan be total, so
that every messages deliveredin the sameorder at everyreplica; causal, so that the orderingmay be
differentatdifferentreplicasaslong aseveryorderingrespectpotentialcausarelationsbetweemmessages
[Lamport7§; orunordered,wheretheorderingis notcoordinatedetweerreplicas. Someweak-consistency
protocols,suchasTSAE, allow replicasto ordermessagesausallyor totally.

Severalprotocolsthat provideweakly consistenteplicationhavebeenproposed.The Xerox Clearing-
house[Demers88Oppen8ljhameserviceusedthreeepidemicreplicationprotocols,ncluding best-efort
multicast,rumor mongery and anti-entropy Of thesethree,only anti-entropyprovidedreliable delivery,
andit couldnot supportmessageeorderingor provablyreliablelog purges. The Lazy Replicationsystem
[Ladin90] supporteccausalandtotal messag®erderingsjncluding orderingshatrespectedasualelations
causedutsidethereplicagroup. However the protocolitself wasnotablyinefbcient. The compositionof
TSAE with a causalmessag®rderingmoduleis equivalento the Lazy Replicationsystem.

2.2 Timestampedanti-entropy

The TSAE protocol is a new group communicationprotocol that providesreliable, eventualdelivery
[Golding92h. Like otherweak-consistencgrotocolsupdatemessagesriginateatasinglereplicaandare
propagatedn the backgroundo others. Unlike mostothers, TSAE can supporttotal or causalmessage
deliveryordersmobilecomputesystemsandprovablycorrectpurgingof messaggs. Wehavedeveloped
acompatiblegroupmembershipnechanisnfor addingandremovingreplicasfrom the group.

Whenareplicawishesto senda messageit stampgshe messagavith the currenttime andthe identity
of thereplica,thenwritesthe messagé¢o alog. Thislog is maintainedon stablestorage sothatit survives
temporarycrashes.lt is organizedasa setof sub-logs,eachholding messagesentby onereplicain the
group. Thetop partof Figure1 showsan exampleof thelogs at two replicas,A and B, thatarepartof a
groupof threereplicas.

Fromtime to time, areplicawill selectanotherreplica,andthetwo will exchangehe contentsof their
messagéogsin ananti-entopysession At theendof thesessionpothreplicashavereceivedthe sameset
of messagesMoreover they havereceiveda continuoussequencef messagefrom eachreplica,with no
gaps.To seethatthisis so,assumehattheconditionholdsbeforea sessionasshownin thetop of Figurel.
ReplicaA hasa completesetof the four message#t hassent,while B hasonly the brst two. During the
sessiond sendghe entire setof messagethat B doesnot have. At the end, both replicashaveidentical
setsof messagem theirlogs.

Eachreplicamaintainssummaryinformationthatthe TSAE protocolusesto makemessagexchange
efbcient. Eachreplicamaintainsa summarytimestampvector, indexedby replicaidentiber, containingthe
greatestimestampit hasreceivedfrom otherreplicas. In the examplein Figurel, replica A hasreceived
messagesentby C with timestampssgreatas4. ReplicaB, ontheotherhand,hasonly receivednessages
from C uptotime 2. Sinceanti-entropyensureshatreplicasreceivecontinuousnessagsequencedjaving
onemessagén thelog impliesthatall previousoneshavebeenreceived.Whenareplica®summaryector
holdsatimestampfor anotherreplica,everymessageavith alesseror equaltimestamphasbeenreceived.

An anti-entropysessiorusingthe TSAE protocolbeginswith two replicasexchangingheir summary
vectors. Eachreplica can determinewhat messagedts partnerhasnot yet receivedby comparingits



Replica A Replica B

A 1 3 5 12 1 3
B 2 2 5 6 9 11
C 2 3 4 2
5-12
12 3
5-11
2 11
3-4
4 2
Summary A Summary B
12
11
4

Summary after exchange

FIGURE 1: An exampleanti-entropysessionPrincipalsA and B beginwith thelogsin thetop of thebgure. They
exchangesummaryectors discoveringhatthe shadednessagemustbe exchangedAfter theexchangethey
updatetheir summaryvectorsto the bottomvector

summaryvectorto that of its parther Thesemessagesre sentusing a reliable streamcommunication
protocol. Onceboth replicashavereceivedtheir messageshey canupdatetheir summaryvectorto the
elementwisenaximumof theiroriginalvectorandtheirpartne@vector InFigurel, replicad candetermine
thatit hasreceivedmessage8 and4 from replicaC, butthat B hasnot. Thisensureshateverymessagés
sentexactlyonceto eachreplica.

While the summaryvector recordsthe messageshat one replica has received, replicas also need
informationonthemessagestherreplicashavereceivedn orderto truncatethemessagéog safely Rather



thanuseexplicit acknowledgmentfor everymessagethe TSAE compressetheminto anothersummary
vector At theendof ananti-entropysessionareplicabndsthe minimumtimestampn its summaryector
Thereplicahasreceivedeverymessagdérom any sendethathasa lesseror equaltimestamp.This method
makesprogressaslong asreplicashaveloosely-synchronizedlocks!

Eachreplicamaintainsavectorof theseacknowledgmentimestampspnefor eachreplicain thegroup,
and exchangeghis vectorwith its partnerduring anti-entropysessions.Any messagen the log whose
timestamgs lessthaneverytimestamgn theacknowledgmentectorhasbeenreceivedandacknowledged
by everyreplicain thegroup,andsocanbe safelyremovedfrom thelog.

A replicausingthe TSAE protocolonly needdo initiate anti-entropysessionsvhentherearemessages
in its log that havenot beenreceivedand acknowledgedy otherreplicas. This allows a quiet groupto
createmessagérafbc only whenan updatehasarrived,unlike otherweak-consistencprotocols.

2.3 Best-effort multicast

While the TSAE protocolis efbcient, someapplicationsmay performbetterif informationis propagated
morerapidly. Onetechniques to combinea best-efort multicastwith anti-entropy Whena replicasends
anupdatemessagédo the replicagroup,it canbrst multicastthe messagéeo otherreplicas,manyof which
will receivethe messageAnti-entropysessionganlater ensurethatanyreplicathat missedthe multicast
Deitherbecauseahe networkwasunreliable,or becausehe replicawastemporarilyunavailablewhenthe
multicastoccurredbreceivegshe message.

2.4 Partner selection

Whenareplicaselectsaanothereplicafor ananti-entropysessionit canuseoneof severapartnerselection
policies. Thechoiceof policy affectsmessageéeliverylatencyandhencehedegreenf consistencyetween
replicas,and the amountof networktrafbbc causedoy the protocol. Table 1 lists eight policies we have
examined.

Thepoliciescanbedividedinto threeclassesrandomdeterministicandtopological. Randompolicies
assigna probability to eachreplica, then randomlyselecta partnerfor eachsession. The deterministic
policiesusea bPxedrule to determinethe replicato selectaspartner possiblyusing someextrastatesuch
asasequenceounter Topologicalpoliciesorganizethe replicasinto somebxed graphstructuresuchasa
ring or amesh andpropagateanessagealongedgesn thegraph.

The uniform policy assignseveryreplicaan equalprobability of beingselectedaspartner Uniform
selectioncan lead to overloadednetwork links in an internetworkwhere the physical topology is less
connectedhanthelogical.

Demerset al. compareduniform to distance-biasedselection[Demers88]. Their study found that
biasingpartnerselectionby distancecould reducetrafbc on critical intercontinentalinks by morethanan
orderof magnitude.Selectioncanalsobe biasedby the costof communicationperhapsneasuredn terms
of latency or monetarycostof usinga communicatiotink.

\We havealsodevelopeda similar protocolthat requiresO(i?) stateper replicaratherthanO(n), but allows unsynchronized
clocks. This alternateprotocolwasdiscoveredndependentiyby AgrawalandMalpani[Agrawal91].



TABLE 1: Partnerselectiorpolicies.

Randonmpolicies:
Uniform Everyotherreplicahasanequalprobabilityof beingrandomlyselected.
Distance-biased  Nearbyreplicashaveagreateprobabilitythanmoredistantreplicasof
beingrandomlyselected.
Oldest-biased  The probability of selectinga replicais proportionalto the ageof its
entryin thesummarywector

Deterministicpolicies:
Oldest-rst Always selectghereplicar with the oldestvaluesummaryr].
Latin squares  Builds a deterministicscheduleguaranteedo propagatenessage
©(logn) rounds.

Topologicalpolicies:
Ring Organizeghereplicasinto aring.
Binary tree Replicasareorganizednto a binarytree,andmessagearepropagated
randomlyalongthearcsin thetree.
Mesh Organizeghereplicasinto atwo-dimensionatectangulamesh.

Alon etal. [Alon87] proposedhelatin square policy, which guaranteethata messagés receivedby
all replicasin O(logn) time (assuminghoreplicafailure). A latin squarés an N x N matrix of N entries,
whereeveryrow andcolumnincludeseveryentry once. The policy builds a communicatiorscheduleyy
constructinga randomlatin squarewherethe columnsin the matrix arethe schedulegor eachreplica. A
replicacyclesthroughits schedulecontactingreplicasin the ordergiven,andskippingoveritself. It is not
evidenthowto takeadvantagef topologicalinformationin thisapproachlt is alsonotclearhowto extend
it for dynamicallychanginggroupswithout performinga consistentcomputationto build new schedules,
sinceeachreplicamustbuild andfollow the samescheduldor selectingpartners.

Theoldest-biasedandoldest+rst policiesattemptto producethe sameeffectaslatin squareswithout
computinga global schedule. Oldest-biasedrandomlyselectsa partnerwith probability proportionalto
the ageof its entryin the summaryvector Oldest-brst alwaysselectsthe oldestentry, breakingties by
selectingthe OcloseDentryif it canbedetermined.

Thetopologicalpolicies,includingring, binary tree,andmesh,organizereplicasinto aregulargraph.
Messagesire propagatedilongedgesn the graph. A topologicalpolicy canwork well whenits structure
canbe mappedntothe structureof the network.

3 Messagdatency

The TSAE protocolonly guaranteegsventualdelivery, butin practicemessagepropagatdo everyreplica
rapidly. If informationis propagatedjuickly, clientsusingdifferentreplicaswill notoftenobserveifferent
information,andlossof anupdatefrom site failure will be unlikely. The sizeof the messagdog is related
to this measuresincemessageareremovedrom thelog whenacknowledgmenthavebeenreceivedfrom
everyreplica.
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FIGURE 2: Cumulativeprobabilitydistributionfor propagatinga messag¢o all replicas.Measuredor uniform
partnerselection.

We constructedh discreteeventsimulationmodelof the TSAE protocolto measurgropagatioriatency
The latency simulator measuredhe time requiredfor an updatemessagegnteredat time zero, and its
acknowledgmentso propagateo all availablereplicas. The time requiredto senda messagdrom one
replicato anotherwasassumedo be negligible comparedo the time betweenanti-entropysessions.The
simulator could be parameterizedo use different partnerselectionpolicies and numbersof sites. The
simulatorwasrun until eitherthe 95% conbdenceintervalson the meanmessageand acknowledgment
latencywerelessthan 5%, or 10000 updateshad beenprocessed.In practice95% conbdenceintervals
weregenerallybetweenl and2%.

The simulationmodeledonly the TSAE protocol,anddid not considerthe effect of combiningTSAE
with a best-efort multicast. Thereforethe resultsin this sectionrepresentvorst-castbehaviorthat would
beimprovedif amulticastwereadded.

Figure2 showsthe cumulativeprobabilityovertime thatamessagéasbeenreceivedoy all replicasfor
varyingnumbersof replicas. Time is measurecgsmultiplesof the meaninterval at which replicasinitiate
anti-entropyevents. The simulationsin this graphuseuniform partnerselection. The time requiredto
propagate messagappeardo scalewell with the numberof sites.

Thetimerequiredo propagatenessagacknowledgmentsverywheres animportantmeasurebecause
it determine®iowquickly messagesanbepurgedfromthemessagéog. Figure3 showshelatencyrequired
from the time a messageés sentto the time acknowledgmentsare receivedby every replicafrom every
replica. Acknowledgmentatencyrequiredappeardo scaleaswell aspropagatioriatency
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FIGURE 3: Cumulativeprobabilitydistributionfor receivinganacknowledgmenrfirom all replicas.Measuredor
uniform partnerselection.

The partnerselectionpolicy affectsthe speedof messageropagation.Figure4 showsthe meantime
requiredto propagatea messageo everyreplicafor severalpoliciesasthe numberof sitesincreases.The
uniform, latin squares,anddistance-biasedpoliciesgive essentiallyidenticalperformance Age-biased
appeardo provide slightly betterperformancewhich would appearo contradictthe claim by Alon that
the latin squarespolicy is fastestfAlon87]. We believethe differencearisesfrom a slight differencein
implementation: Alon® implementationrequiresthat every replica propagatemessagesn well-debned
rounds,while this simulationallows propagatiorto occurat randomintervals. This may mitigate someof
the bendot derivedfrom Alon@ latin squarespolicy. The policiesthat simulatea bxed topologyBring,
mesh,or binary treebhavetheworstperformanceandscaling. Theresultsfor acknowledgmentime are
similar.

Theseresultsindicatethat simplerandompolicies, suchasuniform selectionor agebiasing,perform
quitewell. We useduniform partnerselectionin the Refdbmssystem.

4 Replicaconsistency

Consistencymeasureghe differencebetweenreplicas. A small differencemeansthat the replicasare
nearly consistentandclients performingqueriesat differentreplicaswill observenearlythe samevalue.
Consistencyaneitherbe measuredverthe databasesa whole,or for anindividual entry It canalsobe
measuresimply asthe probabilitythata replicais out-of-date or asthe numberof updateghereplicahas
yettoreceive.
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FIGURE 4: Effectof partnerselectionpolicy on scalingof propagatiortime.

We havechosernto measureconsistencyasthe numberof updatesa replicahasmissedoverthe entire
databasegalling this the age of the replica®copy. We expectthat mostwidely-shareddatabasesvill be
very large, containingthousandso millions of entries.A typical Refdbmsdatabasdoldsseverathousand
bibliographicreferencesWe alsoexpectthatthesedatabasewill oftenbe usedto searchfor information,
giving riseto queriesthat potentially considera signiPcantfraction of the databasen computinga result.
For example,in Refdbmswe often bnd usersaskingfor all reference®n a particularsubject. Consistency
aggregateaverthe entire databasés moreusefulthanconsistencyof individual itemsfor measuringhe
accuracythatthis sortof querywill observe.

The ageof a replica® statedependson the ratio of the anti-entropyrate to the updaterate for the
state.Manywide-areaserviceshaveextremelylow updaterates;someserviceswrite newentriesandnever
changethem. A low updaterate meansthat anti-entropyhasa betterchanceof propagatingan update
beforeanotherupdateentersthe system. In the DomainNameService[Mockapetris87, a particularhost
nameor addresgarely changesnorethanonceeveryfew months. In systemdike Refdbmsnew entries
areadded correctedquickly, thenremainstable. We expectthe updateratefor mostwide-areaserviceso
be muchlower thanthe anti-entropyrate. Most of the graphsin this sectionweregeneratedisinga mean
time-to-updateof 1 000time units; the meantime-to-anti-entropyariedfrom 5 to 1 000time units.

Onceagainwe useda discreteeventsimulationto modelthe TSAE protocol. The simulatorusedbve
events:to startandstopthe simulation;to senda messageto performanti-entropy;andto samplethe state
of areplica. Thesimulationwasprstallowedto runfor 1 000time unitssoit would reachsteadystate then
measurementbegan. The simulationendedat 50000 time units. Read,update,andanti-entropyevents
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FIGURE 5: Expectedeplicaageasanti-entropyratevaries,for 500replicas.Meantime-to-updaté 000; uniform
partnerselection.Anti-entropywascombinedwith a best-efort multicastfor whichthe messagéailure ratevaried.

weremodeledasPoissorprocessewith parameterizableates. Theseratesweremeasuregberreplica. The
simulatorincludeddifferentpartnerselectionprotocolsandanoptionalunreliablemulticaston updates.

The simulatormaintainedtiwo datastructuredor eachreplica: the anti-entropysummaryvectoranda
messag@aumber It alsomaintainedaglobalmessageounter Whenamessagassenttheglobalcounter
wasincrementedandthe sende® messag@eumbenwasassignedhatvalue. If anunreliablemulticastwas
beingused,the messagenumberwas copiedto otherreplicasif the datagramwasreceived. Anti-entropy
eventspropagatednessag@umbersetweerreplicas,aswell asupdatingthe replicas@ummaryvectors.

Samplingeventscollectedthe expectedageof areplica®dataandthe probabilityof Pndingold data. A
replicawasselectechtrandomandthemessag@umberfor thatreplicawascomparedo theglobalcounter
Thedifferenceshowedhow manymessagethereplicahadyetto receive.

Figure5 showsheexpectedigeof thevalueheldby areplica. Clearly, addinganunreliablemulticaston
updatesignibcantlyimprovesthismeasureThemessagsuccesgrobabilityis themostimportantinBuence
onreplicaagein large groupsof replicas. For small numbersof replicas,increasingthe anti-entropyrate
dramaticallyimprovesboththe probability of gettingup-to-dateénformationandthe expectedage.

Consistencyalsodependn the numberof replicas,asshownin Figure6. Forthesesimulationsthe
anti-entropyratewas bxed at 100 timesthat of update. This value might be typical for a Refdbmsentry
soonafter it is entered,when correctionsare mostlikely. Later updateswill be lessfrequentand the
ratio will increasejmprovingthe consistency Onceagainan unreliablemulticastprovidesconsiderable
improvement.
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FIGURE 6: Expectedeplicaageasthe numberof replicasvaries,with anti-entropyoccurringl00timesasoftenas
updatesUsesuniform partnerselection.Also showstheeffect of varyingmessagéailure ratesin a best-efort
multicast.

We alsoinvestigatedthe effect of partnerselectionpolicy on replicaage,asshownin Figure7. The
resultsshowthat expectedageis relatedto propagatiortime, sincethe policies arerankedin exactlythe
sameorderasin Figure4, whichshowsthemeanpropagationimefor thedifferentpolicies. Thetopological
policies(Ring, binary tree,and mesh propagatenoreslowly, andgive a greaterexpectedage thanother
policies. Theotherpoliciesarenearlyequal,thougholdestrst hasa slight advantage.

5 Conclusions

Wide-areadistributeddatabasesystemanmustscaleto millions of users,and mustoperatecorrectlyon an
unreliablenetwork. A replicateddatabasevith hundredr thousand®f replicascanmeetavailability and
gueryperformancegoalsif it usesweak-consistencyeplicationprotocols.Many widely-shareddatabases,
includingnameservicesandbibliographicdatabasesrenot concernedvith strict consistency

Thetimestampednti-entropy(TSAE) weak-consistencprotocolavoidssynchronougommunication
betweerreplicasandclients,insteadpropagatingupdatesn the background Whena replicais partitioned
from therestof the network,it cancontinueto provideserviceandwill receiveupdatednformationonceit
reconnectsLikewise, no specialprotocolsarerequiredfor recoveryfrom temporaryfailure. TSAE scales
well, requiringO(n) stateperreplicafor a simpleimplementation.

This canbe contrastedwvith consistenteplicationprotocols,suchasvoting, thatrequiresynchronous
communicationwith a majority of replicas. While consistenprotocolscan providegoodavailability and
performancewvith small numbersof replicas,they are not practicalfor global-scalenetworks. Consistent
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FIGURE 7: Effectof partnerselectiornpolicy on expectedeplicaage.160replicas;meantime-to-updatd 000. No
best-efort multicastwasusedfor this graph.

replicascannotcontinueto functionwhendisconnectedrom otherreplicas sotheyarenotusefulfor mobile
computingsystems.

The negativeaspectof weak consistencyprotocolsis that they allow replicasto diverge temporarily
while updatesare being propagated. We have found that the updatepropagationlatency of the TSAE
protocolis acceptabldor many systemsandthatis scaleswith the log of the numberof replicas. Our
analysisalsoshowsthatat reasonabl@ropagatiorratesreplicasarerarely morethana few updatesehind,
andthatanunreliablemulticastcanreducethis differencefurther.

We areencouragedby the performancef the distance-biasefartnerselectionpolicy. Similar policies
canbe usedin the Internetto encouragdrafbc betweemearbysitesandto avoid saturatingong-distance
links. Therandompolicy appeardo bewithin aconstanfactorof optimal[Alon87].
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