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1 Intr oduction

Wide-areainformationsystemsarebecominganimportantresourcein manyÞelds.Giventhevastscaleof
theInternet,suchsystemsprovideuniquechallengesthatcannotbemetby traditionaldistributeddatabase
designs.Someof thesesystemsmustscaleto millions of userslocatedin everypart of the world, while
providinggoodavailability andinteractiveresponse.At thesametime, thesystemmustrespondgracefully
to hostandnetworkfailure, to thelong latenciesrequiredto communicatebetweendistantsystems,andto
thepresenceof mobilecomputersystems.

We havedevelopedanarchitecturefor constructingwide-areaservicesthatusesgroupcommunication
to implementa replicatedservice [Golding92c]. A numberof replicas or serversform a group, and
coordinatetheir actionsusinga groupcommunicationmechanism.Themechanismcanbe tailoredto the
speciÞc needsof theserviceby combiningtheappropriatelow-level communication,groupmanagement,
and messagemanagementmodules,which can provide guaranteesrangingfrom traditional single-copy
serializabilityusinga strongly-consistentprotocolsuchasquorumconsensus[Gif ford79, Thomas79], to a
weak-consistencymechanismusingthetimestampedanti-entropy(TSAE)protocolthatwehavedeveloped.

Weak-consistencyprotocols,sometimescalledepidemicreplicationprotocols,provideeventualmessage
delivery. A databaseupdateis sentasamessageto onereplica.Themessageis propagatedfromonereplica
to anotherin thebackground,eventuallyreachingeveryreplicain thegroup.

This approachprovidesa good solution for building a replicatedserviceon a wide-areanetwork.
Backgroundpropagationavoidssynchronousinteractionsbetweenmorethantwo replicasat a time, and
clients needonly interact with one nearbyreplica to accessthe service. A servicecan place replicas
nearclient sites,spreadingprocessingload over many servers,decreasingthe latencyclients requireto
communicatewith theservice,andminimizingthelong-distancenetworktrafÞc betweenclientandservice.
Consistentreplicationprotocolsrequirea synchronousinteractionbetweena client andmultiple replicas,
requiringa client to wait for communicationwith distantreplicas. The latencyof contactinghundredsof
replicassynchronouslyovertheInternet,andthemessagetrafÞc required,is unacceptable.

Delayedpropagationmakessuchprotocolsextremelyrobust,becausepropagationcanwait for faults
to be repairedwithout compromisingdelivery guarantees.The replicasareallowed to diverge, thenare
reconciledwhenthe fault is repaired.This is anadvantagefor large-scaleserviceson the Internet,which
is neverwithout partitionsandfailed hosts.A consistentreplica,which mustalwayspreservesingle-copy
serializability, cannotprovideservicewhendisconnectedfrom otherreplicasandis thereforelessavailable.
Replicascanbatchmessagesbetweenthem,usingbulk transferprotocolsat off-peaktimes.

Thesesamefeaturesmakeweakconsistencyattractivefor mobilecomputers.If a replicaresideson a
mobilecomputer, theservicewill beaccessibleevenwhenthecomputeris disconnectedfrom thenetwork.
The replicawill diverge from the othersuntil it is reconnectedto the networkandcanexchangeupdates
with otherreplicas.

Our timestampedanti-entropy (TSAE)protocol is a signiÞcant improvementover previousweak-
consistencyprotocols. It providesreliable messagedelivery while ensuringthat network trafÞc is kept
to a minimum. It alsomaintainsenoughinformationto supportcorrecttruncationof messagelogs,aswell
ascausalor total messagedeliveryorders.
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WehaveusedtheTSAEprotocoltoprototypealarge-scale,wide-areadistributedbibliographicdatabase
managementsystem,calledRefdbms[Golding92b]. SeveralRefdbmsdatabasesarereplicatedat sitesin
North America and Europe. Other existing information systems,such as Usenet[Quarterman86]and
the Xerox Clearinghousesystem[Oppen81, Demers88],use other weak-consistencytechniques. Our
work formalizesandimproveson thesead hoc approaches,providinga single frameworkfor analyzing,
comparing,andimplementingthem[Golding92c].

Clientsusinga weakly-consistentservicecanobserveout-of-dateor inconsistentinformation,unlike
clientsof aservicethatprovidessingle-copyserializability. Wehaveinvestigatedtwomeasuresof thedegree
to which clientswill observeout-of-dateresultsÐoneconcerningthepropagationof a singlemessage,the
otherconcerningthe divergencebetweenreplicas. The time requiredto propagatea messagefrom one
replica to othersshowshow quickly information will be madeavailableto clients; this is discussedin
Section3. The likelihood that a replica is out-of-datewith respectto other replicas,and the difference
betweenthem,aggregatestheeffectsof severalmessages.We discussthis measurein Section4. We have
evaluatedthefault toleranceof messagedeliveryandof thegroupmanagementmechanism,andthenetwork
trafÞc imposedby theprotocol,aswehavereportedelsewhere[Golding93, Golding92b].

In the remainderof this sectionwe will justify why weak-consistencyprotocolsarenecessaryfor the
large-scalewideareasystemsthatarecurrentlybeingbuilt. In Section2 wesummarizetheTSAEprotocol.

1.1 The wide-areanetworking environment

Consistentreplicationprotocolsareunsuitedfor wide-areaapplicationsbecauseof thelatency, unreliability,
andscaleof thosenetworks. Latencyaffects the responsetime of the application,andcanvary from a
few milliseconds,for two hostsconnectedby an Ethernet,to severalhundredmillisecondsfor hostson
differentcontinentscommunicatingthroughthe Internet. Packetlossratesoften reach40%, andcango
higher[Golding92a].Further, theInternethasmanypointsthat,onfailure,partitionthenetwork,andatany
giventime it is usuallypartitionedinto severalnon-communicatingnetworks.Further, in January1993the
Internetincludedmorethan1.3million hostswith anestimated12million users[Lottor93]. Thishasled to
queryloadsonsomeservicesexceedingthecapacityof a singleserverandthenetworklinks thatsupportit
[Emtage92].Any replicationprotocolthatrequiresinteractivecommunicationwith manyreplicaswill not
work in this environment.

The introductionof mobile computersexacerbatesthis problemfurther. Thesesystemsspendmost
of their time disconnectedfrom othersystems,or perhapsconnectedby an expensiveor low-bandwidth
link. Servicesthat are to supportsuchsystemsmust allow clients that are disconnectedto continueto
operate,without communicatingwith outsideservers.This canbe accomplishedby placinga replicaon
themobilesystemandallowing thecopyto divergefrom theÒcorrectÓvalue. Weakconsistencyprotocols
ensurethat this divergencecanbereconciledwhenthemobile systemis reconnectedto thenetwork. The
TSAE protocolallows mobile systemswith limited bandwidthto measurehow far theyhavedivergedby
exchanginga smallsummaryof thestateof thereplicawith anotherreplica.

Despitetheserestrictions,usersexpectaserviceto behaveasif it wereprovidedona local system.The
responsetime of a wide-areaapplicationshouldnot bemuchlongerthanthatof a local one.Further, users
expectto usetheserviceaslong astheir local systemsarefunctioning.
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2 Protocol description

Replicateddatacan be implementedasa groupof replica processesthat communicatethrougha group
communicationprotocol. The group communicationprotocol providesa multicastservicethat sendsa
messagefrom one replica to all other replicasin the group. The protocol controls the consistency, or
divergence,of eachreplica by controlling the latency, reliability, andorderof the messagessentamong
them.

Strongconsistencyrequirementsare impossibleto meetin the mostgeneralcases,andexpensivein
others. For example,if there are no boundson messagedelivery time it is not possibleto guarantee
consistency[Turek92]. If replicascan fail in arbitraryways,providing reliabledelivery is equivalentto
ByzantineAgreement.

FormostapplicationstheInternetcanbetreatedasanunreliablenetworkwith boundedcommunication
latency. The hostson the networkapproximatesynchronousprocessorsthat fail by crashing;that is, no
processoris inÞnitely fast or slow; every failure is recoveredin a Þnite time; andwhena failure occurs
theprocessorneithersendsinvalid messagesto otherprocessorsnor corruptstablestorage.Consensusis
theoreticallypossibleundertheseconditions.

Wealsoassumethatreplicashaveaccessto pseudo-stablestoragesuchasmagneticdiskthatwill notbe
affectedby asystemcrash.Replicas,or thehostsonwhichtheyrun,havelooselysynchronizedclocks.The
networkis sufÞciently reliablethatanytwo replicascaneventuallyexchangemessages,but it needneverbe
freeof partitions.Semi-partitionsarealsopossible,whereonly a low-bandwidthconnectionis available.

2.1 Kinds of consistency

Weview consistencyin termsof themessagesthatareexchangedbetweenreplicas.In general,two replicas
areconsistentat a particularmomentif they havereceivedthesamesetof messages.Unlike someother
work ondistributedconsistency, we reasonaboutconsistencyusingrealtime thatcouldbemeasuredby an
outsideobserverratherthanavirtual time measure.

We havedevelopeda frameworkfor constructingandclassifyinggroupcommunicationmechanisms
[Golding92c]. In thisapproach,weclassifyamechanismby thelatencyandreliability of messagedelivery,
andby theorderin which messagesaredeliveredto theservice.

Thecommunicationprotocolcandelivermessagessynchronously, within aboundedtime,or eventually
in a Þnite but unboundedtime. Weak-consistencyprotocolsprovideeventualdelivery, becausethereis no
boundon theintervalat which a replicawill beableto contactanotherto propagatea message.

Messagescaneitherbedeliveredatomically, sothateithereveryreplicareceivesthemessageor none
do; reliably, in whichcasethemessageis deliveredto everyfunctioningreplica,but failed replicasneednot
receiveit; or with besteffort,meaningthesystemwill makeanattemptto deliverthemessagebutdelivery
is notguaranteed.Weakconsistencyprotocolsprovidereliabledelivery.

Thereliabledeliveryguaranteediffersfrom atomicdelivery in oneimportantcase:whenthesending
replicapermanentlyfails andlosesdata.No weakconsistencycommunicationschemecanprovideatomic
delivery, sinceawindowof vulnerabilityexistswhile thedatais beingsentto otherreplicas.In practicethe
durationof thewindow is insigniÞcant.
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TheInternetprovidesno guaranteeson theordermessagesarereceivedby a replica. The replicacan
re-orderthe messagesit receivesbeforethey areappliedto the database.The orderingcanbe total, so
that every messageis deliveredin the sameorderat every replica; causal,so that the orderingmay be
differentatdifferentreplicasaslongaseveryorderingrespectspotentialcausalrelationsbetweenmessages
[Lamport78]; orunordered,wheretheorderingisnotcoordinatedbetweenreplicas.Someweak-consistency
protocols,suchasTSAE,allow replicasto ordermessagescausallyor totally.

Severalprotocolsthatprovideweaklyconsistentreplicationhavebeenproposed.TheXerox Clearing-
house[Demers88,Oppen81]nameserviceusedthreeepidemicreplicationprotocols,includingbest-effort
multicast,rumor mongery, andanti-entropy. Of thesethree,only anti-entropyprovidedreliabledelivery,
andit couldnot supportmessagereorderingor provablyreliablelog purges.TheLazy Replicationsystem
[Ladin90]supportedcausalandtotal messageorderings,includingorderingsthatrespectedcasualrelations
causedoutsidethereplicagroup. However, theprotocolitself wasnotablyinefÞcient. Thecompositionof
TSAEwith a causalmessageorderingmoduleis equivalentto theLazy Replicationsystem.

2.2 Timestampedanti-entropy

The TSAE protocol is a new group communicationprotocol that providesreliable, eventualdelivery
[Golding92b]. Like otherweak-consistencyprotocols,updatemessagesoriginateatasinglereplicaandare
propagatedin the backgroundto others. Unlike mostothers,TSAE cansupporttotal or causalmessage
deliveryorders,mobilecomputersystems,andprovablycorrectpurgingof messagelogs.Wehavedeveloped
a compatiblegroupmembershipmechanismfor addingandremovingreplicasfrom thegroup.

Whena replicawishesto senda message,it stampsthemessagewith thecurrenttime andtheidentity
of thereplica,thenwritesthemessageto a log. This log is maintainedon stablestorage,sothat it survives
temporarycrashes.It is organizedasa setof sub-logs,eachholdingmessagessentby onereplicain the
group. Thetop partof Figure1 showsanexampleof the logsat two replicas, and thatarepartof a
groupof threereplicas.

Fromtime to time, a replicawill selectanotherreplica,andthetwo will exchangethecontentsof their
messagelogsin ananti-entropysession.At theendof thesession,bothreplicashavereceivedthesameset
of messages.Moreover, theyhavereceiveda continuoussequenceof messagesfrom eachreplica,with no
gaps.To seethatthis is so,assumethattheconditionholdsbeforeasession,asshownin thetopof Figure1.
Replica hasa completesetof the four messagesit hassent,while hasonly theÞrst two. During the
session sendstheentire setof messagesthat doesnot have. At theend,both replicashaveidentical
setsof messagesin their logs.

Eachreplicamaintainssummaryinformationthat theTSAE protocolusesto makemessageexchange
efÞcient. Eachreplicamaintainsa summarytimestampvector, indexedby replicaidentiÞer, containingthe
greatesttimestampit hasreceivedfrom otherreplicas. In theexamplein Figure1, replica hasreceived
messagessentby with timestampsasgreatas4. Replica ontheotherhand,hasonly receivedmessages
from upto time2. Sinceanti-entropyensuresthatreplicasreceivecontinuousmessagesequences,having
onemessagein thelog impliesthatall previousoneshavebeenreceived.WhenareplicaÕssummaryvector
holdsa timestampfor anotherreplica,everymessagewith a lesseror equaltimestamphasbeenreceived.

An anti-entropysessionusingtheTSAE protocolbeginswith two replicasexchangingtheir summary
vectors. Each replica can determinewhat messagesits partnerhasnot yet receivedby comparingits
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FIGURE 1: An exampleanti-entropysession.Principals and beginwith thelogsin thetopof theÞgure.They
exchangesummaryvectors,discoveringthattheshadedmessagesmustbeexchanged.After theexchange,they
updatetheirsummaryvectorsto thebottomvector.

summaryvector to that of its partner. Thesemessagesare sentusinga reliable streamcommunication
protocol. Onceboth replicashavereceivedtheir messages,they canupdatetheir summaryvectorto the
elementwisemaximumof theiroriginalvectorandtheirpartnerÕsvector. InFigure1,replica candetermine
thatit hasreceivedmessages3 and4 from replica but that hasnot. Thisensuresthateverymessageis
sentexactlyonceto eachreplica.

While the summaryvector recordsthe messagesthat one replica has received,replicasalso need
informationonthemessagesotherreplicashavereceivedin orderto truncatethemessagelog safely. Rather
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thanuseexplicit acknowledgmentsfor everymessage,theTSAE compressestheminto anothersummary
vector. At theendof ananti-entropysession,areplicaÞndstheminimumtimestampin its summaryvector.
Thereplicahasreceivedeverymessagefrom anysenderthathasa lesseror equaltimestamp.This method
makesprogressaslongasreplicashaveloosely-synchronizedclocks.1

Eachreplicamaintainsavectorof theseacknowledgmenttimestamps,onefor eachreplicain thegroup,
andexchangesthis vectorwith its partnerduring anti-entropysessions.Any messagein the log whose
timestampis lessthaneverytimestampin theacknowledgmentvectorhasbeenreceivedandacknowledged
by everyreplicain thegroup,andsocanbesafelyremovedfrom thelog.

A replicausingtheTSAEprotocolonly needsto initiate anti-entropysessionswhentherearemessages
in its log that havenot beenreceivedandacknowledgedby otherreplicas. This allows a quiet groupto
createmessagetrafÞc only whenanupdatehasarrived,unlike otherweak-consistencyprotocols.

2.3 Best-effort multicast

While the TSAE protocol is efÞcient, someapplicationsmay performbetterif informationis propagated
morerapidly. Onetechniqueis to combinea best-effort multicastwith anti-entropy. Whena replicasends
anupdatemessageto thereplicagroup,it canÞrst multicastthemessageto otherreplicas,manyof which
will receivethemessage.Anti-entropysessionscanlaterensurethatanyreplicathatmissedthemulticast
Ðeitherbecausethenetworkwasunreliable,or becausethereplicawastemporarilyunavailablewhenthe
multicastoccurredÐreceivesthemessage.

2.4 Partner selection

Whenareplicaselectsanotherreplicafor ananti-entropysession,it canuseoneof severalpartnerselection
policies.Thechoiceof policy affectsmessagedeliverylatencyandhencethedegreeof consistencybetween
replicas,and the amountof network trafÞc causedby the protocol. Table1 lists eight policies we have
examined.

Thepoliciescanbedividedinto threeclasses:random,deterministic,andtopological.Randompolicies
assigna probability to eachreplica, then randomlyselecta partnerfor eachsession. The deterministic
policiesusea Þxed rule to determinethe replicato selectaspartner, possiblyusingsomeextrastatesuch
asa sequencecounter. Topologicalpoliciesorganizethereplicasinto someÞxedgraphstructuresuchasa
ring or a mesh,andpropagatemessagesalongedgesin thegraph.

Theuniform policy assignseveryreplicaan equalprobabilityof beingselectedaspartner. Uniform
selectioncan lead to overloadednetwork links in an internetworkwhere the physical topology is less
connectedthanthelogical.

Demerset al. compareduniform to distance-biasedselection[Demers88]. Their study found that
biasingpartnerselectionby distancecouldreducetrafÞc on critical intercontinentallinks by morethanan
orderof magnitude.Selectioncanalsobebiasedby thecostof communication,perhapsmeasuredin terms
of latency, or monetarycostof usinga communicationlink.

1We havealsodevelopeda similar protocolthat requires 2 stateper replicaratherthan but allowsunsynchronized
clocks.This alternateprotocolwasdiscoveredindependentlyby AgrawalandMalpani [Agrawal91].
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TABLE 1: Partnerselectionpolicies.

Randompolicies:
Uniform Everyotherreplicahasanequalprobabilityof beingrandomlyselected.

Distance-biased Nearbyreplicashaveagreaterprobabilitythanmoredistantreplicasof
beingrandomlyselected.

Oldest-biased The probabilityof selectinga replicais proportionalto the ageof its
entryin thesummaryvector.

Deterministicpolicies:
Oldest-Þrst Alwaysselectsthereplica with theoldestvaluesummary

Latin squares Builds a deterministicscheduleguaranteedto propagatemessagesin
! log rounds.

Topologicalpolicies:
Ring Organizesthereplicasinto a ring.

Binary tr ee Replicasareorganizedinto abinarytree,andmessagesarepropagated
randomlyalongthearcsin thetree.

Mesh Organizesthereplicasinto a two-dimensionalrectangularmesh.

Alon et al. [Alon87] proposedthelatin square policy, which guaranteesthata messageis receivedby
all replicasin log time (assumingnoreplicafailure). A latin squareis an matrix of entries,
whereeveryrow andcolumnincludeseveryentryonce. Thepolicy buildsa communicationscheduleby
constructinga randomlatin square,wherethecolumnsin thematrix aretheschedulesfor eachreplica. A
replicacyclesthroughits schedule,contactingreplicasin theordergiven,andskippingoveritself. It is not
evidenthowto takeadvantageof topologicalinformationin thisapproach.It is alsonotclearhowto extend
it for dynamicallychanginggroupswithout performinga consistentcomputationto build newschedules,
sinceeachreplicamustbuild andfollow thesameschedulefor selectingpartners.

Theoldest-biasedandoldest-Þrst policiesattemptto producethesameeffectaslatin squareswithout
computinga global schedule.Oldest-biasedrandomlyselectsa partnerwith probability proportionalto
the ageof its entry in the summaryvector. Oldest-Þrst alwaysselectsthe oldestentry, breakingties by
selectingtheÒcloserÓentryif it canbedetermined.

Thetopologicalpolicies,includingring, binary tr ee,andmesh,organizereplicasinto a regulargraph.
Messagesarepropagatedalongedgesin thegraph.A topologicalpolicy canwork well whenits structure
canbemappedontothestructureof thenetwork.

3 Messagelatency

TheTSAE protocolonly guaranteeseventualdelivery, but in practicemessagespropagateto everyreplica
rapidly. If informationis propagatedquickly, clientsusingdifferentreplicaswill notoftenobservedifferent
information,andlossof anupdatefrom sitefailure will beunlikely. Thesizeof themessagelog is related
to thismeasure,sincemessagesareremovedfrom thelog whenacknowledgmentshavebeenreceivedfrom
everyreplica.
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FIGURE 2: Cumulativeprobabilitydistributionfor propagatingamessageto all replicas.Measuredfor uniform
partnerselection.

Weconstructedadiscreteeventsimulationmodelof theTSAEprotocolto measurepropagationlatency.
The latencysimulatormeasuredthe time requiredfor an updatemessage,enteredat time zero, and its
acknowledgmentsto propagateto all availablereplicas. The time requiredto senda messagefrom one
replicato anotherwasassumedto benegligiblecomparedto the time betweenanti-entropysessions.The
simulatorcould be parameterizedto usedifferent partnerselectionpolicies and numbersof sites. The
simulatorwas run until either the 95% conÞdenceintervalson the meanmessageand acknowledgment
latencywere lessthan5%, or 10000 updateshadbeenprocessed.In practice95% conÞdenceintervals
weregenerallybetween1 and2%.

Thesimulationmodeledonly theTSAE protocol,anddid not considertheeffect of combiningTSAE
with a best-effort multicast. Thereforethe resultsin this sectionrepresentworst-castbehaviorthatwould
beimprovedif a multicastwereadded.

Figure2 showsthecumulativeprobabilityovertime thatamessagehasbeenreceivedby all replicasfor
varyingnumbersof replicas.Time is measuredasmultiplesof themeanintervalat which replicasinitiate
anti-entropyevents. The simulationsin this graphuseuniform partnerselection. The time requiredto
propagatea messageappearsto scalewell with thenumberof sites.

Thetimerequiredtopropagatemessageacknowledgmentseverywhereisanimportantmeasure,because
it determineshowquicklymessagescanbepurgedfromthemessagelog. Figure3showsthelatencyrequired
from the time a messageis sentto the time acknowledgmentsare receivedby every replica from every
replica.Acknowledgmentlatencyrequiredappearsto scaleaswell aspropagationlatency.
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FIGURE 3: Cumulativeprobabilitydistributionfor receivinganacknowledgmentfrom all replicas.Measuredfor
uniform partnerselection.

Thepartnerselectionpolicy affectsthespeedof messagepropagation.Figure4 showsthemeantime
requiredto propagatea messageto everyreplicafor severalpoliciesasthenumberof sitesincreases.The
uniform, latin squares,anddistance-biasedpoliciesgive essentiallyidenticalperformance.Age-biased
appearsto provideslightly betterperformance,which would appearto contradictthe claim by Alon that
the latin squarespolicy is fastest[Alon87]. We believethe differencearisesfrom a slight differencein
implementation: AlonÕs implementationrequiresthat every replica propagatemessagesin well-deÞned
rounds,while this simulationallowspropagationto occurat randomintervals. This maymitigatesomeof
the beneÞt derivedfrom AlonÕs latin squarespolicy. Thepoliciesthat simulatea Þxed topologyÐring,
mesh,or binary tr eeÐhavetheworstperformanceandscaling.Theresultsfor acknowledgmenttime are
similar.

Theseresultsindicatethat simplerandompolicies,suchasuniform selectionor agebiasing,perform
quitewell. We useduniform partnerselectionin theRefdbmssystem.

4 Replicaconsistency

Consistencymeasuresthe differencebetweenreplicas. A small differencemeansthat the replicasare
nearlyconsistent,andclientsperformingqueriesat differentreplicaswill observenearlythe samevalue.
Consistencycaneitherbemeasuredoverthedatabaseasa whole,or for anindividual entry. It canalsobe
measuredsimplyastheprobabilitythata replicais out-of-date,or asthenumberof updatesthereplicahas
yet to receive.
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We havechosento measureconsistencyasthenumberof updatesa replicahasmissedovertheentire
database,calling this theageof the replicaÕs copy. We expectthat mostwidely-shareddatabaseswill be
very large,containingthousandsto millions of entries.A typical Refdbmsdatabaseholdsseveralthousand
bibliographicreferences.We alsoexpectthat thesedatabaseswill oftenbeusedto searchfor information,
giving rise to queriesthatpotentiallyconsidera signiÞcantfractionof thedatabasein computinga result.
For example,in Refdbmswe oftenÞnd usersaskingfor all referenceson a particularsubject.Consistency
aggregatedover theentiredatabaseis moreusefulthanconsistencyof individual itemsfor measuringthe
accuracythatthis sortof querywill observe.

The ageof a replicaÕs statedependson the ratio of the anti-entropyrate to the updaterate for the
state.Manywide-areaserviceshaveextremelylow updaterates;someserviceswrite newentriesandnever
changethem. A low updaterate meansthat anti-entropyhasa betterchanceof propagatingan update
beforeanotherupdateentersthesystem.In theDomainNameService[Mockapetris87], a particularhost
nameor addressrarelychangesmorethanonceeveryfew months. In systemslike Refdbms,newentries
areadded,correctedquickly, thenremainstable.We expecttheupdateratefor mostwide-areaservicesto
bemuchlower thantheanti-entropyrate. Most of thegraphsin this sectionweregeneratedusinga mean
time-to-updateof 1000time units;themeantime-to-anti-entropyvariedfrom 5 to 1000time units.

Onceagainwe useda discreteeventsimulationto modeltheTSAE protocol. ThesimulatorusedÞve
events:to startandstopthesimulation;to sendamessage;to performanti-entropy;andto samplethestate
of a replica.ThesimulationwasÞrstallowedto runfor 1000time unitssoit wouldreachsteadystate,then
measurementsbegan. The simulationendedat 50000 time units. Read,update,andanti-entropyevents
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partnerselection.Anti-entropywascombinedwith abest-effort multicast,for which themessagefailureratevaried.

weremodeledasPoissonprocesseswith parameterizablerates.Theseratesweremeasuredperreplica.The
simulatorincludeddifferentpartnerselectionprotocolsandanoptionalunreliablemulticaston updates.

Thesimulatormaintainedtwo datastructuresfor eachreplica: theanti-entropysummaryvectoranda
messagenumber. It alsomaintainedaglobalmessagecounter. Whenamessagewassent,theglobalcounter
wasincrementedandthesenderÕs messagenumberwasassignedthatvalue. If anunreliablemulticastwas
beingused,themessagenumberwascopiedto otherreplicasif thedatagramwasreceived.Anti-entropy
eventspropagatedmessagenumbersbetweenreplicas,aswell asupdatingthereplicasÕsummaryvectors.

Samplingeventscollectedtheexpectedageof a replicaÕsdataandtheprobabilityof Þndingold data.A
replicawasselectedat random,andthemessagenumberfor thatreplicawascomparedto theglobalcounter.
Thedifferenceshowedhowmanymessagesthereplicahadyet to receive.

Figure5showstheexpectedageof thevalueheldbyareplica.Clearly, addinganunreliablemulticaston
updatesigniÞcantlyimprovesthismeasure.Themessagesuccessprobabilityis themostimportantinßuence
on replicaagein largegroupsof replicas. For small numbersof replicas,increasingtheanti-entropyrate
dramaticallyimprovesboththeprobabilityof gettingup-to-dateinformationandtheexpectedage.

Consistencyalsodependson thenumberof replicas,asshownin Figure6. For thesesimulationsthe
anti-entropyratewasÞxed at 100 timesthat of update. This valuemight be typical for a Refdbmsentry
soonafter it is entered,when correctionsare most likely. Later updateswill be less frequentand the
ratio will increase,improving the consistency. Onceagainan unreliablemulticastprovidesconsiderable
improvement.
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FIGURE 6: Expectedreplicaageasthenumberof replicasvaries,with anti-entropyoccurring100timesasoftenas
updates.Usesuniform partnerselection.Also showstheeffectof varyingmessagefailureratesin abest-effort
multicast.

We alsoinvestigatedthe effect of partnerselectionpolicy on replicaage,asshownin Figure7. The
resultsshowthat expectedageis relatedto propagationtime, sincethe policiesarerankedin exactlythe
sameorderasin Figure4,whichshowsthemeanpropagationtimefor thedifferentpolicies.Thetopological
policies(Ring, binary tr ee,and mesh) propagatemoreslowly, andgivea greaterexpectedage,thanother
policies.Theotherpoliciesarenearlyequal,thougholdest-Þrst hasa slight advantage.

5 Conclusions

Wide-areadistributeddatabasesystemsmustscaleto millions of users,andmustoperatecorrectlyon an
unreliablenetwork.A replicateddatabasewith hundredsor thousandsof replicascanmeetavailability and
queryperformancegoalsif it usesweak-consistencyreplicationprotocols.Many widely-shareddatabases,
includingnameservicesandbibliographicdatabases,arenotconcernedwith strict consistency.

Thetimestampedanti-entropy(TSAE)weak-consistencyprotocolavoidssynchronouscommunication
betweenreplicasandclients,insteadpropagatingupdatesin thebackground.Whena replicais partitioned
from therestof thenetwork,it cancontinueto provideserviceandwill receiveupdatedinformationonceit
reconnects.Likewise,no specialprotocolsarerequiredfor recoveryfrom temporaryfailure. TSAEscales
well, requiring stateperreplicafor a simpleimplementation.

This canbe contrastedwith consistentreplicationprotocols,suchasvoting, that requiresynchronous
communicationwith a majority of replicas. While consistentprotocolscanprovidegoodavailability and
performancewith small numbersof replicas,theyarenot practicalfor global-scalenetworks. Consistent
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FIGURE 7: Effectof partnerselectionpolicy onexpectedreplicaage.160replicas;meantime-to-update1000. No
best-effort multicastwasusedfor thisgraph.

replicascannotcontinueto functionwhendisconnectedfromotherreplicas,sotheyarenotusefulfor mobile
computingsystems.

The negativeaspectof weakconsistencyprotocolsis that they allow replicasto diverge temporarily
while updatesare being propagated.We havefound that the updatepropagationlatencyof the TSAE
protocol is acceptablefor manysystems,and that is scaleswith the log of the numberof replicas. Our
analysisalsoshowsthatat reasonablepropagationratesreplicasarerarelymorethana few updatesbehind,
andthatanunreliablemulticastcanreducethisdifferencefurther.

We areencouragedby theperformanceof thedistance-biasedpartnerselectionpolicy. Similar policies
canbeusedin the Internetto encouragetrafÞc betweennearbysitesandto avoidsaturatinglong-distance
links. Therandompolicy appearsto bewithin aconstantfactorof optimal [Alon87].
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